COCKFOSTERS MEDICAL CENTRE
Employee Privacy Notice

As employees we need to keep certain information so that we can remain your employer and
manage payments. This is a combination of personal and financial information. We are required by
law to hold certain types of data on those we employ under the Health and Social Care Act.

1. The Data Controller

Cockfosters Medical Centre, Heddon Court Avenue, Herts, EN4 9NB
2. Data Protection Officer

Mrs Rosie Rawlinson
3. How we collect your data

We collect data about you in a variety of ways and this will usually start when we undertake
a recruitment exercise where we will collect the data from you directly. This includes the
information you would normally include in a CV or a recruitment cover letter, or notes made
by us during a recruitment interview. Further information will be collected directly from
you when you complete forms at the start of your employment, for example, your bank and
next of kin details. Other details may be collected directly from you in the form of official
documentation such as your driving licence, passport or other right to work evidence.

In some cases, we will collect data about you from third parties, such as employment
agencies, former employers when gathering references or credit reference agencies.

Personal data is kept in personnel files and within the Company’s payroll system.
4. Why we process your data
The law on data protection allows us to process your data for certain reasons only:

e |n order to perform the employment contract that we are party to
e In order to carry out legally required duties

e In order for us to carry out our legitimate interests

e To protect your interests and

e Where something is done in the public interest

All of the processing carried out by us falls into one of the permitted reasons.
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5. Information we collect from you

The sort of information we hold includes your application form and references, your contract of
employment and any amendments to it; correspondence with or about you, for example letters to
you about a pay rise or, at you request, a letter to your mortgage company confirming your salary;
information needed for payroll, benefits and expenses purposes. Contact and emergency contact
details; records of holiday, sickness and other absence; information needed for equal opportunities
monitoring policy; and records relating to your career history, such as training records, appraisals,
other performance measures and, where appropriate, disciplinary and grievance records.

Where necessary, we may keep information relating to your health, which could include reasons for
absence and GP reports and notes. This information will be used in order to comply with our health
and safety and occupational health obligations — to consider how your health affects your ability to
do your job and whether any adjustments to your job might be appropriate. We will also need this
data to administer and manage statutory and company sick pay.

Where we process special categories of information relating to your racial or ethnic origin, political
opinions, religious and philosophical beliefs, trade union membership, biometric data and sexual
orientation, we will always obtain your explicit consent to those activities unless this is not required
by law or the information is required to protect your health in an emergency.

Where we are processing data based on your consent, you have the right to withdraw that consent
at any time.

6. Who we may provide your information to and why

We will only disclose information about you to third parties if we are legally obliged to do so or
where we need to comply with our contractual duties to you, for instance we may need to pass on
certain information to our external payroll provider and pension schemes.

Data is examined during CQC inspection visits. For more information about the CQC see:
http://www.cgc.org.uk/

We are also required to share information about you with the NHS Digital under a submission known
as the “Workforce Minimum Dataset”. To find out more visit: https://digital.nhs.uk/data-and-

information/areas-of-interest/workforce/workforce-minimum-data-set-wmds

We are also required by HMRC and various taxation laws, such as “The Income Tax (Pay As You Earn)
Regulations 2003” to keep financial records.


http://www.cqc.org.uk/
https://digital.nhs.uk/data-and-information/areas-of-interest/workforce/workforce-minimum-data-set-wmds
https://digital.nhs.uk/data-and-information/areas-of-interest/workforce/workforce-minimum-data-set-wmds

COCKFOSTERS MEDICAL CENTRE
Employee Privacy Notice

7. How long we keep your personal information

We carefully consider any personal information that we store about you, and we will not keep your
information for longer than is necessary for the purposes as set out in this Privacy Notice.

8. Security

We take the security of your information very seriously and we do everything we can to ensure that
your information is always protected and secure. We regularly update our processes and systems
and we also ensure that our staff are properly trained. We also carry out assessments and audits of
the information that we hold about you and make sure that if we provide any other services, we
carry out proper assessments and security reviews.

9. Your rights

Under the General Data Protection Regulation (GDPR) and The Data Protection Act 2018 (DPA) you
have a number of rights with regard to your personal data. You have the right to request from us
access to and rectification or erasure of your personal data, the right to restrict processing, object to
processing as well as in certain circumstances the right to data portability.

If you have provided consent for the processing of your data you have the right (in certain
circumstances) to withdraw that consent at any time which will not affect the lawfulness of the
processing before your consent was withdrawn.

You have the right to lodge a complaint to the Information Commissioners’ Office if you believe that
we have not complied with the requirements of the GDPR or DPA 18 with regard to your personal
data.

This privacy notice was last updated on 17.7.18




