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1.
Policy Statement

In the course of your duties you may have access to confidential material about patients, members of staff or other health service business. On no account must information relating to identifiable patients be divulged to anyone other than an authorised person, for example medical, nursing or other professional staff, as appropriate, who are concerned directly with the care, diagnosis and/or treatment of the patient. If you are in any doubt whatsoever as to the authority of a person or body asking for information of this nature you must seek advice from your superior officer. Similarly, no information of a personal or confidential nature concerning individual members of staff should be divulged to anyone without' the' proper authority having first been given. However it is recognised that information sharing is an integral part of delivering care and that failure to share may cause more harm than good. Failure to observe these rules will be regarded as serious misconduct and which could result in serious disciplinary action being taken against you, including dismissal.
2.
Policy Purpose

The purpose of this policy is to:

· Establish the Practice-wide approach to ensuring the confidentiality of person identifiable information. 
· Inform members of the public, patients and carers about the Practice’s confidentiality obligations and how it intends to meet them.

· Inform staff working for, or on behalf of, the Practice of their responsibilities with regards to confidentiality and person identifiable information and how the Practice will enable these to be met.

This policy links to the Practice’s policies covering Data Protection, Records Management and IM&T Security.  Together these policies form an integral part of the Practice’s approach to Information Governance.

3. Policy context

Respect for confidentiality is an essential requirement for the preservation of public confidence in the Practice.

The Caldicott Committee, which reported in 1997, was established to review the confidentiality and security requirements across the NHS with regard to person identifiable information. The Committee recommended a series of six principles that should be applied when considering whether such confidential information should be shared. 

Caldicott Guardian is responsible for safeguarding the confidentiality of person identifiable information. Caldicott Guardians have a strategic role in developing security and confidentiality policies, representing confidentiality requirements at Board level, advising on annual improvement plans and agreeing and presenting annual outcome reports.  The Guardian, and staff working on their behalf, maintains an ongoing advisory role to deal with issues concerning the confidentiality of person identifiable information.

Other Caldicott recommendations listed in HSC 1999/012 identified actions that should be undertaken by Trusts in support of the Guardian, namely to:

· Develop local protocols governing disclosure of patient information to other organisations.
· Restrict access to confidential information within each organisation by enforcing strict ‘need to know’ principles.
· Regularly review and justify the uses of confidential information.
· Improve organisational performance across a range of related areas: database design, staff induction, training, and compliance with the Caldicott Guidance.

4.
Patient’s Expectations

The patient/client has a right to believe that information given to a health care professional is given in confidence in the expectation:

· That it will be used only for the purposes outlined in the patient publications and will not be released to others without their consent.

· That it will be held in private and secure storage.
· That, where it is deemed appropriate to share information obtained in the course of professional Practice with other health or social work practitioners, or in the case of children, education services, the health care professional who obtained the information must ensure, as far as is reasonable, before its release that it is being imparted in strict professional confidence and for a specific purpose.

· That where it is deemed appropriate to share information obtained in the course of professional Practice with other health and social work practitioners, or in the case of children, education services, the patient client is aware of this, the reasons for it and where there may be disclosure of information to others not directly involved in the client's / patient's care given the opportunity to withhold consent.

· That the responsibilities to either disclose or withhold confidential information lies with the individual practitioner.
· That he/she cannot delegate the decision.

· That he/she cannot be required by a superior to disclose or withhold information against his/her will.
· That a health care professional who chooses to breach the basic principle of confidentiality in the belief that it is necessary in the public interest including that of protecting a child must have considered the matter sufficiently to justify that decision.
· That deliberate breaches of confidentiality other than with the consent of the patient / client should be exceptional.
· That when a health care professional is considering disclosure of confidential information, Practice has a duty to ensure that the individual staff member can seek and gain appropriate advice through their line manager, their professional body and Caldicott Guardian who may wish to consult the Practice’s legal advisors.
· That when, after due consideration and seeking appropriate advice, the health care professional decides it is necessary to breach confidentiality without consent of the patient/client and can justify that decision, that person does so acting as an employee of Practice and therefore will be supported by the Practice in their action.

Appendix 1 is a confidentiality poster of information for patients.

5.
Principles of Confidentiality 

5.1 
General Principle
“Confidentiality” can be generally defined as ‘when personal information is given or received in confidence for a particular purpose. This information may not then be used for a different purpose or passed on to anyone else without the consent of the information provider.’

However, there may be occasions when it could be detrimental to the patient or to another individual if this principle was strictly adhered to.  

An example of such an exception would be child protection where the overriding principle is to secure the best interests of the child.  Anyone holding information that is relevant to the protection of a child/children must share that information with others on a strictly controlled basis.  Several major child abuse inquiries have identified the lack of such communication as being a contributing factor in the death of a child. 

Most breaches of confidence are unintentional.  They are often caused by staff conversations being overheard, by files being left unattended, or by poor computer security, however the consequences could be equally serious for all concerned. The simple rule of thumb is that person identifiable information should always be held securely and, when used, treated with respect.  This rule applies whether the information is held manually or in a computer, on video or audio tape or in a member of staff’s head.

5.2
Caldicott Principles

The following six Caldicott principles should be adhered to in all cases where the appropriate use of person identifiable health information is considered. 

Principle 1
Justify the purpose(s) - every proposed use or transfer of person identifiable information within, or from, Practice, should be clearly defined and scrutinized. The Caldicott Guardian should regularly review continuing uses.

PRIVATE Principle 2
Don’t use person identifiable information unless it is absolutely necessary - tc  \l 2 "Principle 2 Don’t use patient-identifiable information unless it is absolutely necessary"person identifiable information should not be used unless there is no alternative.

Principle 3
Use the minimum necessary person identifiable information - where person identifiable information is considered to be essential, the use of each individual item of information should be justifiable, the aim being to reduce the risk of an individual being identified.

Principle 4
Access to person identifiable information should be on a strict need to know basis - only those individuals who need access to person identifiable information should have access, and they should only have access to the information that they need to see.

Principle 5
Everyone should be aware of their responsibilities - action should be taken to ensure that those recording, storing, handling and using person identifiable information (both clinical and non-clinical staff) are aware of their responsibilities and obligations in respect of confidentiality.

Principle 6
Understand and comply with the law - every use of person identifiable information must be lawful.  Caldicott Guardian in the Practice should be responsible for ensuring that the Practice complies with legal requirements and with the requirements for Caldicott.

Examples of justifiable purposes include:

· Delivering personal care and treatment.

· seq level0 \h \r0 

seq level1 \h \r0 

seq level2 \h \r0 

seq level3 \h \r0 

seq level4 \h \r0 

seq level5 \h \r0 

seq level6 \h \r0 

seq level7 \h \r0 Assuring and improving the quality of care and treatment.

· Monitoring and protecting public health.

· Managing and planning services.

· Contracting for the NHS.

· Auditing NHS accounts and accounting for NHS performance.

· Risk management.

· Investigating complaints and notified or potential legal claims.

· Teaching.

· Statistical analysis.

· Medical or health services research.

6.
Meeting the requirements for confidentiality

People have a right to expect that information about them, provided or discovered in the course of their health care, will be held in confidence.  Without assurances about

confidentiality, people may be reluctant to provide information and this could lead to unnecessary restrictions on what most people rightly perceive as the essential purpose of providing it:  the delivery of appropriate and effective care to themselves.

To meet confidentiality requirements of patients, carers and staff the Practice has, or has in development, the following policies, procedures and/or processes in place.

· Confidentiality and Data protection staff training and induction programme 

· Code of Conduct for handling personal identifiable information 

· Data Protection Act Policy

· Access to Health Records procedures

· Access to Employee Records procedures

· Clinical and non clinical records management policy

· IM&T Security policy

· Inter-Agency Information Sharing Framework and protocols

· Safe Haven guidance

· Confidentiality Pledge Poster  
· Contract of employment - Confidentiality clause

· Breach of confidentiality and Data Protection notification procedures

· Annual Management Audit report

All staff throughout the Practice has a responsibility for maintaining confidentiality and should be aware of how the content of the above-mentioned policies, procedure and processes affects their actions on a day-to-day basis.  

Appendix 2 provides more information about the different levels of responsibility for confidentiality throughout the Practice.

7.
Guidelines for the Protection of Confidentiality
(If in doubt – check it out - before releasing person identifiable information)

Most breaches of confidence are unintentional.  They are often caused by staff conversations being overheard, by files being left unattended, or by poor computer security, however the consequences could be equally serious for all concerned. The simple rule of thumb is that person identifiable information should always be held securely and, when used, treated with respect.  This rule applies whether the information is held manually or in a computer, on video or audio tape or in a member of staff’s head.


7.1. 
Obtaining Consent

As a general rule personal information given for one purpose may not be disclosed to a third party or used for another purpose without the consent of the person it relates to, unless the third party is at risk.

Within the Health Service it may not be practical to obtain the consent of the patient every time information needs to be shared with other professionals involved in the care of that patient. Therefore it is necessary for the Practice to remind patients of their rights regarding confidentiality and inform them in what circumstances and for what purposes their personal information may be shared.

All new patients should be provided with the Practice’s leaflet which explains why personal information about them may need to be shared with other professions and agencies.  Similarly, at a patient’s first appointment, clinicians should take the opportunity to discuss and explain the need for the sharing of personal information.  Specific consent to the sharing of person identifiable information must always be sought for situations not covered by the Practice’s leaflet.

In this latter case, the patient should be advised that if consent is withheld, there could be implications for the quality of care that can be offered. The clinician should, with the patient, investigate the reasons for withholding consent and attempt to arrive at a satisfactory solution where the care given would be least compromised.   

7.2. Informing Relatives
Whilst the routine provision of information about a patient’s condition to a near relative or a person with a close relationship to the patient, should not be obstructed unnecessarily, the provision of information should be at the discretion of the service and should reflect any wishes of the patient.

If before death a patient gives requests that the relatives or carers do not see their medical records, then this must be recorded in the Medical Notes and the wish respected after death. 

Under Caldicott the clinician has the ultimate decision regarding the sharing of the medical notes with other parties, providing it is done with the express purpose of helping the patient. It is a responsibility which cannot be delegated. Advice can be sought from other clinicians (typically the Caldicott Guardian) or from the relatives and carers, but ultimately the decision lies with them. 

The Relatives or Carers have no over-riding power to give consent on behalf of the Patient.

If the patient is under 16 information may be passed to their guardian unless they expressly oppose this or unless the professional involved felt that this would put the child at risk. 

If the child has a life threatening condition the parents or guardian should be approached regardless. Guidelines on confidentiality with regard to children can be found at section 4 of this appendix.
7.4.
Withholding Information
If a patient requests that a specific piece of personal information be withheld from someone then this view should be respected, unless there are overriding considerations.  The reason the patient gives for not passing on the information must be noted.  An overriding consideration may include the statutory obligation that staff have to work together with other agencies as stated in the Children’s Act 1989 and the Mental Health Act 2004. 

7.4 Consent of Children

Children under the age of 16 or 17, who in the view of the health care professional have the capacity and understanding to take decisions about their own treatment, are entitled to decide whether personal information may be passed on.  This may be particularly relevant if a child does not wish his/her parent to know, however the child should be encouraged to involve parents or other legal guardians. 

If the child has a life threatening condition the parents or guardian should be approached regardless

7.5.
Inability to Give Consent

If for any reason a patient was incapable of giving consent for their information to be shared, the professionals concerned (who may or may not be part of a multi disciplinary team) would make the decision, taking into account the best interest of the patient.  This will include considering the views of relatives, carers or advocates, and any views the patient may have had, if at some stage he/she had the capacity to decide.

However the clinician cannot delegate that responsibility to share or not share that information. Providing adequate consultation has taken place with line managers and the Caldicott Guardian, then the Practice is obliged to support that clinician’s decision, even if they choose to go against the advice given. 

7.6.
Retention and Disposal of Information

The retention and disposal of personal information in either a manual or computer format is addressed in the "Records Management Strategy and Policy" and the "Disposal of Media Policy".  Information from which a person can be identified must always be disposed of securely.

7.7.
Disposing of Electronic Data

For guidance on the disposal of electronically stored data that includes personal information, Practice’s Information Governance Lead, should be contacted.

7.8.
Recording of information
Decisions regarding the use of personal information should be clearly recorded within individual patient’s records and authorised by the member of staff responsible for making the decision.

7.9.
Confining Information 

Within the Practice a large number of staff, both professional and administrative will see personal information.  It is therefore vital that the principle of confidentiality is maintained.  This would include all personal information about members of the public, not just their medical records.  Names should not be exchanged unless there is a need to do so.

7.10.
Sharing Information 

The six Caldicott Principles should be adhered to in all cases where the sharing of person identifiable information is being considered. In addition, if information is being shared outside the NHS, a formal Information Sharing Protocol should be implemented.

7.11.
Occasions for Disclosure

Disclosure of confidential information should only occur if the individual gives consent or on a "need to know" basis if the reasons are deemed justifiable. Section 7 of the Health and Safety at Work Act states that if a risk is identified to someone else’s health and safety and that person is not informed of the risk, the individual identifying the risk is in breach of the Act. This may include information regarding a patient or carer, which may put others at risk.

7.12.
Seeking Advice

In the event that the Health Care Professional responsible for the patient's care is required to pass on information, they are responsible for passing the minimum information necessary for the purpose. If needed they should take advice from a senior professional or manager who may themselves seek advice from the Caldicott Guardian.

7.13.
Breaking Confidentiality  

If a health care professional chooses to break confidentiality because it is deemed to be in the best interest of the public, i.e. due to the violent history of a patient, the decision must be carefully considered as it may need to be justified.  In such a case, the health care professional should consult their manager, who may then seek advice from the Caldicott Guardian. Such decisions should be clearly recorded in the patient’s records.

7.14.
Protecting the Public

There may be instances when staff working for, or on behalf of the Practice feel obliged to pass on information to protect the public or for the purpose of averting a serious crime. This type of disclosure should be made in consultation with the Director of Clinical Risk. When decisions of this type are taken, a permanent record of the decision should be made and held in an appropriate place. Each case should be considered individually, but it may be necessary to seek advice from a manager. Further advice may be sought from the Practices’s Caldicott Guardian and, on occasions, legal advice through the Director of Clinical Risk. There is no absolute definition of "serious crime", but section 116 of the Police and Criminal Evidence Act 1984 identifies some "serious arrestable offences".  These include: 

· Treason,

· Murder and manslaughter, 

· Rape and certain sexual offences

· Kidnapping and the taking of hostages,

· Causing an explosion and offences under the prevention of terrorism legislation, 

· Certain firearm offences, 

· Hijacking,

· Causing death by reckless driving, 

· Making a threat which if carried out would be likely to lead to:

· a serious threat to the security of the state or to public order

· serious interference with the administration of justice or with the investigation of an offence

· death or serious injury

· substantial financial gain or serious financial loss to any person

7.15.
Information to the Media

As a general rule no information is to be given to the media in respect of current or previous patients, carers or staff. The passing of personal information to the press or media is covered by the same general principle, that is, if the person whom the information is about is capable of taking a decision their consent must be obtained. Likewise if the individual is incapable of making the decision, information should only be given if it is in the best interests of the person concerned.  Dr MS Kainth should decide who is the most appropriate member of staff to speak to the media. 

7.16. Multi-agency Protocols

Where at all possible multi-agency protocols should be developed to cover the transfer of information.  A generic protocol exists which can be used as a framework throughout the borough. The Information Governance Lead can give advice.

7.17.
Ensuring Confidentiality

· Clear Desk/ clear screen policy

· VDU Positioning so no-one else can see the screen

· Ensuring conversations are not overheard

· Ensuring information is received by the right people

· Secure emails (Safe haven and email Policy)

7.18
Processing Information Requests

When information is requested from anyone other than the Subject or a clinical function, the provision of identifiable information should be avoided the possible methods are as follows

· Anonymisation
Information should be non-identifiable. Under data protection even a code number (ie NHS Number) which can be related back to an individual, no matter how closely guarded that code is makes the information identifiable. Small samples with postcodes will similarly make identification possible.

· Aggregated Data

Again small sizes of samples could lead to identification. Provided patients are aware that aggregated and statistical info will be prepared it is all right to continue.
7.19 Teaching and Research

Advice to patients about the use of personal information must emphasize:

· the importance of teaching and research to the maintenance and improvement of care within the NHS

· that such information, anonymised or aggregated wherever possible, may sometimes be used for teaching and research (and that universities or other bodies carrying out approved research are required to treat it in confidence and must not use it for other purposes).
· that any research proposals involving access to patient records require clearance by the relevant Local Research Ethics Committee. (LREC approval is not required for epidemiological surveys conducted for the purpose of communicable diseases surveillance and control).

The Local Research Ethics Committee must be satisfied in particular that:

i. arrangements for confidentiality are satisfactory
ii. any additional conditions relating to the use of information that the LREC thinks are necessary can be met 
iii. any application to use identifiable patient information is fully justified e.g. because this is essential to a study of major importance to public health. If not, approval would not be given.

· that their specific consent will be sought to any activity relating to teaching or research that would involve them personally


that published research findings will not identify them without their specific agreement

7.20.
Restrictions on passing on information

NHS bodies or those carrying out NHS functions must not allow personal details of to be passed on or sold for fund-raising or commercial marketing purposes.

There are some statutory restrictions on the disclosure of information relating to HIV and AIDS and other sexually transmitted diseases, assisted conception and abortion.

8.
Conclusion

The public, patients, carers and staff have a right to expect that all information about them will be treated as confidential, but must also recognise that there are times when the Practice may be required to share this information.

Practice recognises the need to ensure that appropriate policies, procedures and processes are in place to maintain the highest practicable standards for handling confidential information balanced with the need to provide effective services and support.  

Practice is committed to:

· Endorsing and supporting the role and work of the Practice’s Caldicott Guardian and associated support staff. 

· Informing the public, patient, carers and staff of action taken to maintain the confidentiality of their personal information.

· Providing training, guidance, information, advice and support for all staff working for, or on behalf of, the Practice with regards to their responsibilities in relation to confidentiality and patients, carers and other members of staff.

· Having systems in place to identify where and how the Practice can improve its performance on confidentiality and associated Information Governance requirements. 

Appendix 1

CONFIDENTIALITY POSTER AND LEAFLET FOR PATIENT INFORMATION

PRACTICE ARE COMMITTED TO ENSURING CONFIDENTIALITY OF ALL INFORMATION RECORDED ABOUT YOU AND YOUR CARE

“Providing you with the best care possible means we need to keep up to date and accurate National Health Service records. Our pledge of confidentiality means that only appropriate members of staff who are directly clinically involved in your care are allowed access to the personal information on your record. Stringent ethical and professional standards are rigidly adhered to so that you can be sure of absolute discretion and confidentiality at all times.”

We have a duty to:

Ensure we have accurate and up to date information to assess your health care and treatment.

Look after the health of the general public.

Manage and plan the NHS – for example:


-    make sure that our services can meet patient needs in the future

· audit accounts

· prepare statistics on NHS performance and activity (where steps are taken to be sure you can not be identified)

· investigate complaints or legal claims

Help staff to review the care they provide to make sure it is of the highest standard

Train and educate staff 

Carry out research approved by the Local Research Ethics Committee. (If anything to do with the research would involve you personally, you will be contacted to see if you are willing to take part. You will not be identified in any published results without your agreement.)

You have a right of access to your health records.

If you agree your relatives, friends and carers will be kept up to date with the progress of your treatment.

All staff working within the NHS have a legal duty to maintain the highest level of confidentiality about patient information.

Your medical records are used to help the NHS provide you with the best possible care.

If at any time you would like to know more about how we use your information you can speak to the person in charge of your care or ask them to provide details of how to contact the Information Governance Lead for the Practice.

Appendix 2

Confidentiality Code of Conduct for Staff 

Primrose Lane Surgery

STAFF CODE OF PRACTICE CONFIDENTIALITY

Caldicott Principles for handling patient - identifiable information.

Justify the purpose.

Every proposed use or transfer of patient-identifiable information within or from another organisation should be clearly defined. (and reviewed if continuing)

Identifiable information used only if it is absolutely necessary.

Patient-identifiable information items should not be used unless there is no alternative

Only use the minimum necessary patient identifiable information.

Where use of patient-identifiable information is considered to be essential, each individual item of information should be justified with the aim of reducing identification

Access to patient-identifiable information should be restricted on a strict need-to-know basis.

Only those individuals who need access to patient-identifiable information should have access to it, and they should only have access to the information items they need to see

All should be aware of their responsibilities. 

Action should be taken to ensure that all staff are aware of their responsibilities and obligation to respect patient confidentiality

Comply with and understand the law.

Every use of patient-identifiable information must be lawful.

General Principles

Safeguard confidential information by following the basic rules listed below.

Take care to whom you disclose personal information (patient or personnel type information) Do not disclose personal information to anyone who is not authorised to receive it - This includes hospital and other NHS and social care staff not directly involved in the care of the patient/person

Keep your Computer Password Secure and don’t share it with anyone else. - If you suspect someone knows your password then you should immediately change it, seeking help if necessary. Contact your manager and advise them of a potential breach of security and then complete an “Untoward Incident Form” and submit it to the manager. Do not write down your password.

Do not use someone else's password to gain access to information- All systems have the facility to 'audit' who accesses them, at what time and on what date. If you don’t have a password for a system, then you are not authorised to use that system. It will be a breach of discipline if you continue to try to access that system.  If for work purposes you need that access, then arrange to be trained on the relevant system and get your own password.

Log out of your computer if leaving it unattended for any time. – You are accountable for any actions taken on the computer while you are logged in, even if someone else has used your password.

Do not leave patient's health records unattended, especially in public areas.

Do not download patient identifiable information from the hospital systems, or any other personal information for that matter, onto another computer system unless you are authorised to do so, by the Caldicott Guardian.
All information must be, to the best of your knowledge, accurate and up-to-date. If you are unsure of whether data is accurate, check with the person providing the information. All staff have a legal responsibility to ensure that the information they supply is accurate. (Data Protection Act 1998)

Do not access information about yourself, your relatives or friends - You do not have an automatic right to such information. You should request access to your information via the 'subject access' route.

Confidential information should not be given over the telephone - how do you know the person is who they say they are, particularly if it is an unknown person and do you have clear authorisation to release the information. Follow the “Safe Haven Policy”

Do not put confidential waste into the normal waste bin. Consider shredding the documentation. If shredding on-site is not an option, ensure that the information is stored securely until such time as it is disposed of.
Seal all confidential correspondence or notes which are being sent through the internal or external mail system. Make sure the envelope is address is correct, clearly written and marked confidential, for addressee only. 

Be sure that conversations concerning patients are not overheard. Don't use patient names when speaking about patients in public areas or on the telephone.

As laid down in the Terms and Conditions of Employment any breach of confidentiality may lead to disciplinary action being taken

Finally, Do Not Hesitate To Seek Advice When You Need It

People who can help you:

The Caldicott Guardian - Dr M S Kainth  (GP)
Tel 01902 731583
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