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This checklist has been designed to support managers in ensuring compliance with the UK GDPR.

	Creating a culture of awareness

	All staff need to be aware of the UK GDPR requirements.

· It is essential that they have an understanding of the UK GDPR

· Have you shared the organisation’s UK GDPR policy with them or signposted them to further information, i.e., ico.org.uk? 


	Action complete ( or )
	




	Understanding the information flow

	The organisation must understand why, whose, what, when and where personal data is processed.

· Conducting a data mapping exercise will enable organisations to do this

· Data mapping is not a one-person task; all staff should be involved, enabling the wider gathering of accurate information


	Action complete ( or )
	




	Data Protection Impact Assessment (DPIA)

	The DPIA is the most efficient way for the organisation to meet its data protection obligations. DPIAs are mandatory in accordance with Article 35 of the UK GDPR and should be undertaken when:
· A type of processing, in particular using new technologies, and taking into account the nature, scope, context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural persons; the data controller shall, prior to the processing, carry out an assessment of the impact of the envisaged processing operations on the protection of personal data. A single assessment may address a set of similar processing operations which present similar high risks
· Extensive processing activities are undertaken, including large scale processing of personal and/or special data
Have DPIAs been completed? Best practice is to undertake DPIAs for existing processes to ensure that data protection obligations are met.

	Action complete ( or )
	



	Updating privacy information

	All data subjects must understand how their data will be used.

· Have you updated your practice privacy notice and are all staff aware of the changes?

· Have you displayed the privacy notice in prominent positions such as the waiting room, consulting rooms and website and updated the organisation’s information leaflet?

· Is your privacy notice in a language that is understandable to all patients? 

· Does it comply with Articles 12, 13 and 14 of the UK GDPR?


	Action complete ( or )
	




	The rights of the data subject

	All data subjects have rights. Has this been communicated or is information displayed to reflect this? Does it include the:

· Right of access
· Right to erasure (or right to be forgotten)
· Right to data portability
· Right to object
· Right to rectification
· Right to restriction of processing
· Right to notification
· Right not to be subject to automated decision-making (including profiling)


	Action complete ( or )
	




	Subject access requests

	All data subjects have a right to access their data and any supplementary information held. Does the practice policy reflect the UK GDPR and do staff understand:

· There is no fee applicable for SARs
· The response time is one calendar month
· Requests can be refused, but must be fully justified
· Requests can be received by email


	Action complete ( or )
	







	Processing personal data

	Do data processors within the organisation understand that they are responsible for the processing of data on behalf of the data controller? Do all processors know that one of the following must apply?

· The data subject has given consent to the processing of his/her personal data for one or more specific purposes

· Processing is necessary for the performance of a contract to which the data subject is party, or in order to take steps at the request of the data subject prior to entering into a contract

· Processing is necessary for compliance with a legal obligation to which the controller is subject

· Processing is necessary in order to protect the vital interests of the data subject or another natural person

· Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the data controller

· Processing is necessary for the purposes of the legitimate interests pursued by the data controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child


	Action complete ( or )
	




	Consent

	· Do current processes for obtaining consent reflect the UK GDPR?

· Do staff know that they must explain to data subjects:

· Why the organisation wants the data
· How the data will be used by the organisation
· The names of any third-party data controllers with whom the data will be shared
· Their right to withdraw consent at any time

· Are staff aware that the Data Protection Act (DPA18) states that parental consent is required for a child under the age of 13; Gillick competence remains unaffected


	Action complete ( or )
	




	Data breaches

	What are the current procedures to detect and report data breaches?

· Do staff know what a data breach is?
· What is the reporting process?
· Is there a process to notify data subjects of a breach affecting them?
· How are data breaches recorded; who is responsible for this?
· Does the practice policy include data breaches and responsibilities?


	Action complete ( or )
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