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[bookmark: _Toc171953464] Introduction
[bookmark: _Policy_statement][bookmark: _Toc495852825][bookmark: _Toc171953465]Policy statement

[bookmark: _Toc495852828]This policy explains and enforces the obligations of Caldicott, confidentiality and non-disclosure among the employees of The Elms Practice. This applies to information generated, held and processed by the organisation. Furthermore, it outlines the principles that are to be adhered to by all staff at this organisation to understand the requirement for effective controls of personal confidential data (formerly patient identifiable information).

Further information on the wider spectrum of confidentiality and data management can be found in the Confidentiality and Data Protection Handbook.

[image: ]Caldicott and confidentiality, Consent, GDPR – The Perfect Practice,  Information Governance and Data Security, UK General Data Protection Regulation (UK GDPR) eLearning are available in the HUB.
[bookmark: _Toc163462890][bookmark: _Toc171953466]Status

The organisation aims to design and implement policies and procedures that meet the diverse needs of our service and workforce ensuring that none are placed at a disadvantage over others, in accordance with the Equality Act 2010. Consideration has been given to the impact this policy might have regarding the individual protected characteristics of those to whom it applies.

This document and any procedures contained within it are non-contractual and may be modified or withdrawn at any time. For the avoidance of doubt, it does not form part of your contract of employment. Furthermore, this document applies to all employees of the organisation and other individuals performing functions in relation to the organisation such as agency workers, locums and contractors.
[bookmark: _Toc160707798][bookmark: _Toc161062229][bookmark: _Toc161063039][bookmark: _Toc51256762][bookmark: _Toc51256763][bookmark: _Toc51256764][bookmark: _Toc124939649][bookmark: _Toc124939650][bookmark: _Toc124939651][bookmark: _Toc124939652][bookmark: _Toc124939653][bookmark: _Toc124939654][bookmark: _Toc124939655][bookmark: _Toc124939656][bookmark: _Toc124939657][bookmark: _Toc124939667][bookmark: _Toc124939668][bookmark: _Toc124939669][bookmark: _Toc124939670][bookmark: _Toc124939671][bookmark: _Toc54953501][bookmark: _Toc54954993][bookmark: _Toc54959595][bookmark: _Toc124939675][bookmark: _Toc124939676][bookmark: _Toc124939677][bookmark: _Toc124939678][bookmark: _Toc124939679][bookmark: _Toc124939683][bookmark: _Toc124939684][bookmark: _Toc124939685][bookmark: _Toc124939686][bookmark: _Toc124939687][bookmark: _Toc124939691][bookmark: _Toc124939692][bookmark: _Toc124939693][bookmark: _Toc124939694][bookmark: _Toc124939695][bookmark: _Toc124939697][bookmark: _Toc124923130][bookmark: _Toc124939698][bookmark: _Toc124923131][bookmark: _Toc124939699][bookmark: _Toc124923132][bookmark: _Toc124939700][bookmark: _Toc124923134][bookmark: _Toc124939702][bookmark: _Toc124923135][bookmark: _Toc124939703][bookmark: _Toc160707799][bookmark: _Toc161062230][bookmark: _Toc161063040][bookmark: _Toc160707800][bookmark: _Toc161062231][bookmark: _Toc161063041][bookmark: _Toc160707801][bookmark: _Toc161062232][bookmark: _Toc161063042][bookmark: _Toc160707802][bookmark: _Toc161062233][bookmark: _Toc161063043][bookmark: _Toc160707803][bookmark: _Toc161062234][bookmark: _Toc161063044][bookmark: _Toc160707804][bookmark: _Toc161062235][bookmark: _Toc161063045][bookmark: _Toc160707805][bookmark: _Toc161062236][bookmark: _Toc161063046][bookmark: _Toc160707806][bookmark: _Toc161062237][bookmark: _Toc161063047][bookmark: _Toc160707807][bookmark: _Toc161062238][bookmark: _Toc161063048][bookmark: _Toc160707808][bookmark: _Toc161062239][bookmark: _Toc161063049][bookmark: _Toc160707809][bookmark: _Toc161062240][bookmark: _Toc161063050][bookmark: _Toc160707810][bookmark: _Toc161062241][bookmark: _Toc161063051][bookmark: _Toc160707811][bookmark: _Toc161062242][bookmark: _Toc161063052][bookmark: _Toc160707812][bookmark: _Toc161062243][bookmark: _Toc161063053][bookmark: _Toc160707813][bookmark: _Toc161062244][bookmark: _Toc161063054][bookmark: _Toc160707814][bookmark: _Toc161062245][bookmark: _Toc161063055][bookmark: _Toc160707815][bookmark: _Toc161062246][bookmark: _Toc161063056][bookmark: _Toc160707816][bookmark: _Toc161062247][bookmark: _Toc161063057][bookmark: _Toc160707817][bookmark: _Toc161062248][bookmark: _Toc161063058][bookmark: _Toc160707818][bookmark: _Toc161062249][bookmark: _Toc161063059][bookmark: _Toc160707819][bookmark: _Toc161062250][bookmark: _Toc161063060][bookmark: _Toc160707820][bookmark: _Toc161062251][bookmark: _Toc161063061][bookmark: _Toc160707821][bookmark: _Toc161062252][bookmark: _Toc161063062][bookmark: _Toc160707822][bookmark: _Toc161062253][bookmark: _Toc161063063][bookmark: _Toc160707823][bookmark: _Toc161062254][bookmark: _Toc161063064][bookmark: _Toc160707824][bookmark: _Toc161062255][bookmark: _Toc161063065][bookmark: _Toc160707825][bookmark: _Toc161062256][bookmark: _Toc161063066][bookmark: _Toc160707826][bookmark: _Toc161062257][bookmark: _Toc161063067][bookmark: _Toc160707827][bookmark: _Toc161062258][bookmark: _Toc161063068][bookmark: _Toc160707828][bookmark: _Toc161062259][bookmark: _Toc161063069][bookmark: _Toc160707829][bookmark: _Toc161062260][bookmark: _Toc161063070][bookmark: _Toc160707830][bookmark: _Toc161062261][bookmark: _Toc161063071][bookmark: _Toc160707831][bookmark: _Toc161062262][bookmark: _Toc161063072][bookmark: _Toc160707832][bookmark: _Toc161062263][bookmark: _Toc161063073][bookmark: _Toc160707833][bookmark: _Toc161062264][bookmark: _Toc161063074][bookmark: _Toc160707834][bookmark: _Toc161062265][bookmark: _Toc161063075][bookmark: _Toc160707835][bookmark: _Toc161062266][bookmark: _Toc161063076][bookmark: _Toc124939706][bookmark: _Toc124939707][bookmark: _Toc124939708][bookmark: _Toc160707836][bookmark: _Toc161062267][bookmark: _Toc161063077][bookmark: _Toc160707837][bookmark: _Toc161062268][bookmark: _Toc161063078][bookmark: _Toc160707838][bookmark: _Toc161062269][bookmark: _Toc161063079][bookmark: _Toc160707839][bookmark: _Toc161062270][bookmark: _Toc161063080][bookmark: _Toc160707840][bookmark: _Toc161062271][bookmark: _Toc161063081][bookmark: _Toc160707841][bookmark: _Toc161062272][bookmark: _Toc161063082][bookmark: _Toc160707842][bookmark: _Toc161062273][bookmark: _Toc161063083][bookmark: _Toc160707843][bookmark: _Toc161062274][bookmark: _Toc161063084][bookmark: _Toc124923140][bookmark: _Toc124939710][bookmark: _Toc161062275][bookmark: _Toc161063085][bookmark: _Toc171953467]Caldicott
[bookmark: _Toc171953468]Caldicott principles

The Caldicott Principles are as detailed within the NDG document titled The Eight Caldicott Principles.
[bookmark: _Toc171953469]Caldicott Guardian role

The Manual for Caldicott Guardians details the role of the Caldicott Guardian whilst the NDG document Guidance about the appointment of Caldicott Guardians, their role and responsibilities provides additional information. Caldicott Guardians may also seek guidance from the UK Caldicott Guardian Council (UKCGC). 
[bookmark: _Toc171953470]Caldicott Guardian and/or Information Governance Lead
This organisation is required to have its own Caldicott Guardian and this is normally a senior clinician. This role is also given an additional title of Information Governance (or IG) Lead. Should a non-clinical person be appointed as the Caldicott Guardian, they should be supported by an appropriate clinician.    
All staff are to be aware of who the Caldicott Guardian/Information Governance lead is. This information should be added to the Responsible persons list and made freely available. Furthermore, the details of this organisation’s Caldicott Guardian are to be recorded on the Caldicott Guardian Register and must be kept up to date at all times. 
[bookmark: _Toc160707849][bookmark: _Toc161062281][bookmark: _Toc161063092][bookmark: _Toc160707850][bookmark: _Toc161062282][bookmark: _Toc161063093][bookmark: _Toc160707851][bookmark: _Toc161062283][bookmark: _Toc161063094][bookmark: _Toc160707852][bookmark: _Toc161062284][bookmark: _Toc161063095][bookmark: _Toc160707853][bookmark: _Toc161062285][bookmark: _Toc161063096][bookmark: _Toc160707854][bookmark: _Toc161062286][bookmark: _Toc161063097][bookmark: _Toc160707855][bookmark: _Toc161062287][bookmark: _Toc161063098][bookmark: _Toc160707856][bookmark: _Toc161062288][bookmark: _Toc161063099][bookmark: _Toc160707857][bookmark: _Toc161062289][bookmark: _Toc161063100][bookmark: _Toc160707858][bookmark: _Toc161062290][bookmark: _Toc161063101][bookmark: _Toc160707859][bookmark: _Toc161062291][bookmark: _Toc161063102][bookmark: _Toc160707860][bookmark: _Toc161062292][bookmark: _Toc161063103][bookmark: _Toc160707861][bookmark: _Toc161062293][bookmark: _Toc161063104][bookmark: _Toc160707862][bookmark: _Toc161062294][bookmark: _Toc161063105][bookmark: _Toc160707863][bookmark: _Toc161062295][bookmark: _Toc161063106][bookmark: _Toc160707864][bookmark: _Toc161062296][bookmark: _Toc161063107][bookmark: _Toc160707865][bookmark: _Toc161062297][bookmark: _Toc161063108][bookmark: _Toc160707866][bookmark: _Toc161062298][bookmark: _Toc161063109][bookmark: _Toc160707867][bookmark: _Toc161062299][bookmark: _Toc161063110][bookmark: _Toc160707868][bookmark: _Toc161062300][bookmark: _Toc161063111][bookmark: _Toc160707869][bookmark: _Toc161062301][bookmark: _Toc161063112][bookmark: _Toc160707870][bookmark: _Toc161062302][bookmark: _Toc161063113][bookmark: _Toc160707871][bookmark: _Toc161062303][bookmark: _Toc161063114][bookmark: _Toc160707872][bookmark: _Toc161062304][bookmark: _Toc161063115][bookmark: _Toc160707873][bookmark: _Toc161062305][bookmark: _Toc161063116][bookmark: _Toc160707874][bookmark: _Toc161062306][bookmark: _Toc161063117][bookmark: _Toc160707875][bookmark: _Toc161062307][bookmark: _Toc161063118][bookmark: _Toc160707876][bookmark: _Toc161062308][bookmark: _Toc161063119][bookmark: _Toc86906074][bookmark: _Toc86906538][bookmark: _Toc86913013][bookmark: _Toc86915195][bookmark: _Toc86906075][bookmark: _Toc86906539][bookmark: _Toc86913014][bookmark: _Toc86915196][bookmark: _Toc86906076][bookmark: _Toc86906540][bookmark: _Toc86913015][bookmark: _Toc86915197][bookmark: _Toc86906077][bookmark: _Toc86906541][bookmark: _Toc86913016][bookmark: _Toc86915198][bookmark: _Toc86906078][bookmark: _Toc86906542][bookmark: _Toc86913017][bookmark: _Toc86915199][bookmark: _Toc160707877][bookmark: _Toc161062309][bookmark: _Toc161063120][bookmark: _Toc160707878][bookmark: _Toc161062310][bookmark: _Toc161063121][bookmark: _Toc160707879][bookmark: _Toc161062311][bookmark: _Toc161063122][bookmark: _Toc160707880][bookmark: _Toc161062312][bookmark: _Toc161063123][bookmark: _Toc160707881][bookmark: _Toc161062313][bookmark: _Toc161063124][bookmark: _Toc160707882][bookmark: _Toc161062314][bookmark: _Toc161063125][bookmark: _Toc160707883][bookmark: _Toc161062315][bookmark: _Toc161063126][bookmark: _Toc160707884][bookmark: _Toc161062316][bookmark: _Toc161063127][bookmark: _Toc160707885][bookmark: _Toc161062317][bookmark: _Toc161063128][bookmark: _Toc160707886][bookmark: _Toc161062318][bookmark: _Toc161063129][bookmark: _Toc160707887][bookmark: _Toc161062319][bookmark: _Toc161063130][bookmark: _Toc160707888][bookmark: _Toc161062320][bookmark: _Toc161063131][bookmark: _Toc160707889][bookmark: _Toc161062321][bookmark: _Toc161063132][bookmark: _Toc160707890][bookmark: _Toc161062322][bookmark: _Toc161063133][bookmark: _Toc160707891][bookmark: _Toc161062323][bookmark: _Toc161063134][bookmark: _Toc160707892][bookmark: _Toc161062324][bookmark: _Toc161063135][bookmark: _Toc160707893][bookmark: _Toc161062325][bookmark: _Toc161063136][bookmark: _Toc160707894][bookmark: _Toc161062326][bookmark: _Toc161063137][bookmark: _Toc160707895][bookmark: _Toc161062327][bookmark: _Toc161063138][bookmark: _Toc160707896][bookmark: _Toc161062328][bookmark: _Toc161063139][bookmark: _Toc160707897][bookmark: _Toc161062329][bookmark: _Toc161063140][bookmark: _Toc124923156][bookmark: _Toc124939726][bookmark: _Toc86854478][bookmark: _Toc86861326][bookmark: _Toc86906084][bookmark: _Toc86906548][bookmark: _Toc86913023][bookmark: _Toc86915205][bookmark: _Guidance][bookmark: _Toc171953471]Confidentiality
[bookmark: _Toc171953472]Requirement

[bookmark: _Toc160707900][bookmark: _Toc161062332][bookmark: _Toc161063143][bookmark: _Toc160707901][bookmark: _Toc161062333][bookmark: _Toc161063144]The NHS Confidentiality Policy and the NHS Confidentiality Code of Practice state that all staff working in the NHS are bound by a legal duty of confidence to protect personal information they may encounter during their work. This is not purely a requirement of their contractual responsibilities; it is also a requirement within the common law duty of confidence. 
[bookmark: _Toc171953473]NHS Confidential Code of Practice

All staff are to adhere to the principles of confidentiality outlined in the NHS Confidentiality Code of Practice:

· Person-identifiable or confidential information must be effectively protected against improper disclosure when it is received, stored, transmitted or disposed of

· Access to person-identifiable or confidential information must be on a need-to-know basis 

· Disclosure of person-identifiable or confidential information must be limited to the purpose for which it is required 

· Recipients of disclosed information must respect that it is given to them in confidence 

· If the decision is taken to disclose information, that decision must be justified and documented 

· Any concerns about the disclosure of information must be discussed with a line manager 

· Patients are to be informed of the intended use of their information and this organisation will adhere to the detailed requirements shown at Annex A to the code
This organisation will ensure that the requirements within the above Code of Practice are strictly followed, and that staff will immediately report any breaches of confidence or potential risks to the Caldicott Guardian or IG Lead.
[bookmark: _Toc160707903][bookmark: _Toc161062335][bookmark: _Toc161063146][bookmark: _Toc160707904][bookmark: _Toc161062336][bookmark: _Toc161063147][bookmark: _Toc42857977][bookmark: _Toc171953474]Non-disclosure of information

All employees must adhere to the clauses outlined in their individual contract of employment in relation to confidentiality, data protection and intellectual property. 
[bookmark: _Toc171953475]Breach of confidential information

Any breach of confidentiality will be managed in accordance with the organisation’s Information Governance Breach Reporting Policy. 
[bookmark: _Toc160707907][bookmark: _Toc161062339][bookmark: _Toc161063150][bookmark: _Protected_information_under][bookmark: _Toc160707908][bookmark: _Toc161062340][bookmark: _Toc161063151][bookmark: _Toc160707909][bookmark: _Toc161062341][bookmark: _Toc161063152][bookmark: _Toc160707910][bookmark: _Toc161062342][bookmark: _Toc161063153][bookmark: _Toc160707911][bookmark: _Toc161062343][bookmark: _Toc161063154][bookmark: _Toc160707912][bookmark: _Toc161062344][bookmark: _Toc161063155][bookmark: _Toc160707913][bookmark: _Toc161062345][bookmark: _Toc161063156][bookmark: _Toc160707914][bookmark: _Toc161062346][bookmark: _Toc161063157][bookmark: _Toc160707915][bookmark: _Toc161062347][bookmark: _Toc161063158][bookmark: _Toc160707916][bookmark: _Toc161062348][bookmark: _Toc161063159][bookmark: _Toc160707917][bookmark: _Toc161062349][bookmark: _Toc161063160][bookmark: _Toc160707918][bookmark: _Toc161062350][bookmark: _Toc161063161][bookmark: _Toc160707919][bookmark: _Toc161062351][bookmark: _Toc161063162][bookmark: _Toc160707920][bookmark: _Toc161062352][bookmark: _Toc161063163][bookmark: _Trans_status][bookmark: _Toc160707921][bookmark: _Toc161062353][bookmark: _Toc161063164][bookmark: _Toc160707922][bookmark: _Toc161062354][bookmark: _Toc161063165][bookmark: _Toc160707923][bookmark: _Toc161062355][bookmark: _Toc161063166][bookmark: _Toc160707924][bookmark: _Toc161062356][bookmark: _Toc161063167][bookmark: _Toc160707925][bookmark: _Toc161062357][bookmark: _Toc161063168][bookmark: _Toc160707926][bookmark: _Toc161062358][bookmark: _Toc161063169][bookmark: _Toc160707927][bookmark: _Toc161062359][bookmark: _Toc161063170][bookmark: _Toc160707928][bookmark: _Toc161062360][bookmark: _Toc161063171][bookmark: _Toc160707929][bookmark: _Toc161062361][bookmark: _Toc161063172][bookmark: _Toc42857978][bookmark: _Toc171953476]Third-party requests for information

Any employee approached by a third party, including any media source, and asked to make comments or provide information relating to the organisation and its affairs (or the affairs of its patients, partners, employees, contractors or any business associate) must not, under any circumstances, respond without having sought permission and guidance from the Practice Manager. The Practice Manager will then discuss the request with the partners and consider asking for assistance from the press information/media officer at the ICB.
[bookmark: _Toc42857979][bookmark: _Toc171953477]Whistleblowing or protected disclosures

In respect of any malpractice or unlawful conduct, any employee is entitled to submit a protected disclosure under the organisation’s Freedom to Speak Up Policy and Procedure (or Whistleblowing Policy). 

Further guidance can be sought from the NHS E document Freedom to Speak Up.
[bookmark: _Toc171953478]Disclosing information

The GMC offers guidance in the document titled Disclosing patients’ personal information: a framework. Supporting information can also be found in Consent Guidance.



[bookmark: _Toc160707933][bookmark: _Toc161062365][bookmark: _Toc161063176][bookmark: _Toc160707934][bookmark: _Toc161062366][bookmark: _Toc161063177][bookmark: _Toc160707935][bookmark: _Toc161062367][bookmark: _Toc161063178][bookmark: _Toc160707936][bookmark: _Toc161062368][bookmark: _Toc161063179][bookmark: _Toc160707937][bookmark: _Toc161062369][bookmark: _Toc161063180][bookmark: _Toc160707938][bookmark: _Toc161062370][bookmark: _Toc161063181][bookmark: _Toc160707939][bookmark: _Toc161062371][bookmark: _Toc161063182][bookmark: _Toc160707940][bookmark: _Toc161062372][bookmark: _Toc161063183][bookmark: _Toc160707941][bookmark: _Toc161062373][bookmark: _Toc161063184][bookmark: _Toc160707942][bookmark: _Toc161062374][bookmark: _Toc161063185][bookmark: _Toc160707943][bookmark: _Toc161062375][bookmark: _Toc161063186][bookmark: _Toc160707944][bookmark: _Toc161062376][bookmark: _Toc161063187][bookmark: _Toc160707945][bookmark: _Toc161062377][bookmark: _Toc161063188][bookmark: _Toc160707946][bookmark: _Toc161062378][bookmark: _Toc161063189][bookmark: _Toc160707947][bookmark: _Toc161062379][bookmark: _Toc161063190][bookmark: _Protected_information_under_1][bookmark: _Toc171953479]Protected information under the Gender Recognition Act 

Section 22 of the Gender Recognition Act 2004 states that it is an offence for a person who has acquired protected information in an official capacity to disclose the information to any other person.

This is classified as protected information and is defined in Section 22(2) as information relating to a person who has applied for a Gender Recognition Certificate (GRC) under the Act, and which concerns that application (or a subsequent application by them), or their gender prior to being granted a full GRC. 

While Section 22 is a privacy measure that prevents officials from disclosing that a person has a trans history, there are exemptions for medical professionals as detailed within Statutory Instrument 2005 No.635 (Section 5) provided all the following circumstances apply:

· The disclosure is made to a health professional
· The disclosure is made for medical purposes; and
· The person making the disclosure reasonably believes that the subject has given consent to the disclosure or cannot give such consent

As a precautionary measure, it is good practice to apply the Section 5 criteria to all disclosures of information about the trans status of a patient. Furthermore, patients should never be asked to produce a GRC to ‘prove’ their trans status. 
[bookmark: _Toc171953480]Confidentiality and non-disclosure agreement

All persons engaged to work for and on behalf of the organisation will be required to sign the confidentiality and non-disclosure agreement to be found at Annex A. A signed copy will be held on the individual’s personnel file. Visitors to the organisation will also be expected to sign the Third-party confidentiality agreement incorporating fire safety and risk awareness for visitors. 
[bookmark: _Toc171953481]National data opt-out

The national data opt-out or (NDO-O) is a service that allows patients to opt out of their confidential patient information being used for research and planning. Additional information can be found in the National data opt-out guidance.
[bookmark: _Toc171953482]Abuse of privilege

As detailed in the NHS Confidentiality Policy, it is strictly forbidden for employees to knowingly browse, search for or look at any personal or confidential information relating to themselves, their own family, friends or other persons without a legitimate purpose. Action of this kind will be viewed as a breach of confidentiality and of the Data Protection Act 2018, and disciplinary action may be taken. 
[bookmark: _Toc171953483]Privacy notices

The practice privacy notice explains to patients the ways in which the organisation gathers, uses, discloses and manages a patient’s data. It fulfils a legal requirement to protect a patient’s privacy. Other privacy notices are provided for the following:

· Children
· Employee
· Candidates applying for work
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To support the NHS Code of Practice, the following actions will be undertaken:

· Person-identifiable information will be anonymised so far as is reasonably practicable, while being mindful of not compromising the data

· Access to consulting rooms, administrative areas and record storage areas will be restricted

· All staff should always maintain a clear desk routine. No patient confidential information is to be left unattended in any unsecured area, at any time

· All IT equipment is to be shut down at the end of the working day except any that is required to remain left on such as server equipment

· Smartcards are to be removed from the computer whenever the user leaves their workstation as per the Smartcard Policy

· Confidential waste is shredded or disposed of appropriately and as per the Confidential Waste Policy

· Staff will not talk about patients or discuss confidential information in areas where they may be overheard
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Regular audits must be undertaken to ensure access to confidential information is gained only by those who are required to access it in the course of their normal duties. Audit guidance and templates can be found at Annex B and Annex C.
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In addition to audit, there are further tools that can be used to support such as:

· All members of the organisation will undergo annual confidentiality training 
· A confidentiality quiz detailing different scenarios is available at Annex D 
· A poster is available here
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I [confirm that I have read and understand the Caldicott and Confidentiality Policy and agree to abide by it.

I understand that any breach of this agreement could result in sensitive and confidential data being disclosed to the public or other interested parties and may result in my summary dismissal under the organisation’s disciplinary procedure.

Furthermore, any such conduct on my part which results in an unauthorised disclosure of confidential personal data may render me liable to being reported to the Information Commissioner’s Office (ICO).  The ICO may, in turn, institute criminal proceedings against me and, if I am found guilty by a court of law, I could be fined, and this may also result in a criminal record.


	Signed

	



	Name (printed)

	



	Position

	



	Date 
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Introduction

The purpose of a confidentiality audit is to identify if:

· Any confidentiality issues exist and, if so, to detail what they are

· Systems are at risk through deliberate misuse

· Existing controls are adequate and provide the necessary safeguards

The audit will also review:

· Local controls and processes regarding the access to, and use of, electronic data

· Local controls and processes regarding the access to, and use of, manual records

· Staff knowledge and awareness of their responsibilities and extant legislation regarding confidentiality 

The organisation will ensure that there are appropriate confidentiality procedures in place to monitor access to personal confidential data.  

Frequency

Confidentiality audits are to be undertaken through spot checks and questionnaires on a [quarterly] basis, and reports produced and retained for assurance purposes.

Assurance required

The table overleaf explains the criteria, assurances and evidence required for confidentiality audits. It can be used to assist with ensuring that the organisation and its staff are compliant in data security and protection. It is a useful tool when carrying out an audit of confidentiality as per the Data Security and Protection Toolkit. 

Report template

Annex D gives an example of a confidentiality report template.


THE ELMS MEDICAL PRACTICE
16 Derby Street, Ormskirk, L39 2BY     Tel: 01695 317280
Dr A. Krishnamurthy. MBBS MRCGP & Dr G. Duddukuri. MBBS MRCGP
& Sister Paula Tynan
_____________________________________________________________________________




	
2

	Level

	Criterion for confidentiality audit
	Assurance required
	Source of assurance or evidence

	1
	There are documented confidentiality audit procedures in place that include the assignment of responsibility for monitoring and auditing access to confidential personal information. 

The procedures have been approved by senior management or committee and have been made available throughout the organisation.  

	Auditors require assurance that: 

· There are documented confidentiality audit procedures in place which include the assignment of responsibility for monitoring and auditing access to confidential personal information

· The procedures have been approved by senior management or committee and have been made available throughout the organisation
	· Policy on confidential patient information

· Standard procedures for monitoring and auditing access to patient information 

· Management approval of procedures (e.g., meeting minutes or other papers recording approval)

· Documented assignment of responsibilities to job roles 

· Corresponding job descriptions 

· Publication of procedures throughout the organisation


	2
	All staff members with the potential to access confidential personal information have been made aware of the procedures. 

The procedures have been implemented and appropriate action is taken where confidentiality processes have been breached. 
	Auditors require assurance that:

· The training provided for staff who are conducting audits and investigating alerts is comprehensive, clear and unambiguous about the action to be taken

· The written procedures for confidentiality audit and monitoring are implemented in the organisation

· Appropriate disciplinary and remedial actions are taken where confidentiality processes have been breached

· All staff members with the potential to access confidential patient information are aware of the audit procedures; and 
· 
The audit procedures are widely accessible

	As above, plus:

· Training records for staff carrying out audits and investigations 

· Descriptions of training provided 

· Corporate security and human resources procedures

· Incident log of confidentiality alerts

· Reports of the subsequent disciplinary actions taken

· Minutes detailing committee reviewing confidentiality issues and performance  

· Availability of organisation’s confidentiality, security and employment procedures to relevant staff 

· Methods used to make relevant current staff aware of the confidentiality audit procedures and disciplinary sanctions. This might take many forms, such as awareness sessions, as part of mandatory training, team discussions or distributions to staff

· For relevant new joiners, evidence of induction training on confidentiality requirements and audit


	3
	Access to confidential personal information is regularly reviewed. 

Where necessary, measures are put in place to reduce or eliminate frequently encountered confidentiality incidents or events.  
	Auditors require assurance that: 

· The procedures for confidentiality audits and monitoring are regularly reviewed for scope and depth

· Identified vulnerabilities are recorded, solutions are identified, and problems resolved; and

· Staff effectiveness in relation to confidentiality audits and monitoring is maintained, e.g., by appropriate ongoing training 
	As above, plus:

· Reports from reviewing the audit and monitoring process 

· Security incidents and events relating to confidentiality 

· Risk register including identified confidentiality vulnerabilities 

· Reports of procedural and/or security changes, resulting from alerts or identified risks

· Updated procedures and policy from lessons learned




	Staff

	Date audited

	Spot check that staff understand their responsibility towards data security

	

	Spot check that staff are aware of data protection policies

	

	Have staff received training on data protection?

	

	Have any staff undergone disciplinary action in relation to data protection and security?

	

	Spot check that staff understand how to report security breaches and near misses

	

	Physical access to hardcopy records

	

	Check that the record of which staff have access to areas is up to date

	

	All offices, files or cabinets which contain confidential information are kept locked when not in use

	

	Has all confidential waste been disposed of securely and are there destruction certificates? (If applicable)

	

	Has anyone inappropriately accessed, or attempted to access, confidential records?

	

	Digital access to records

	

	Is the allocation of administrator rights restricted?

	

	Have staff access rights been reviewed?

	

	Check if there is any evidence of staff sharing access rights

	

	Screens are locked when not in use and smartcards removed

	

	Check that the password policy is being followed

	

	Has anyone inappropriately accessed, or attempted to access, confidential records?

	

	Have appropriate security measures been applied to all computers, laptops and mobile devices?

	

	Staff are using computers appropriately, e.g., no personal use, no downloading unapproved software, no social media use etc.

	

	Sharing data

	

	Procedures for safely sharing personal information via post are being followed

	

	Procedures for safely sharing personal information via fax are being followed

	

	Procedures for safely sharing personal information via secure email are being followed

	

	Legal checks

	

	The information asset register has been reviewed and signed off

	

	The record of processing activities has been reviewed and signed off

	

	Records of consent are up to date and still applicable 
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	[Insert organisation name] 
	Date of audit: 
	Audit reference no: [01/24]


	
	
	Page [1] of [2]

	Summary of audit:





































	Name of auditor(s): 


	Date audit conducted:


	Date audit closed:


	[Insert organisation name] 
	Date of audit: 
	Audit reference no: [01/24]


	
	
	Page [2] of [2]

	Summary of observations:

	Observation 
reference:
	Description of observation:

	
	

	
	

	
	

	
	

	
	

	
	

	Summary of agreed actions:

	Reference:
	Action required:
	By whom and date:

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Agreed follow-up/review:









	Name and signature of auditor(s):


	Date closed: 

	Additional comments:









	Name and signature of auditor(s):


	Final closure date: 
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Scenario 1:

A male patient finishes his consultation with the ANP and, as he is leaving, he asks the reception team if it is OK for him to pick up his 16-year-old daughter’s prescription.

How do you respond?

Could there be any medication that the daughter may not want her father to see? 

You are not permitted to let the patient collect his daughter’s prescription without her explicit consent. You have a duty to protect confidential information. 

There may be contraception medication that the daughter does not want her father to know about. 

Scenario 2:

A 15-year-old girl has attended a GP appointment for a review of her asthma. During the consultation she asks the GP for advice about oral contraception and, when questioned about sexual activity, she advises that she is sexually active but has not told her Mum or Dad.

Can the GP breach her confidence and, if so, why?

Yes, on child protection/safeguarding grounds. However, if the GP deems the patient has shown maturity and fully understands the consequences of her request and subsequent actions, her confidence should be upheld.

Scenario 3:

You work in a rural practice, and it is a very close-knit community with everyone helping one another. You notice your neighbour in the waiting room and after his appointment he appears upset and leaves without saying anything. 

Can you check his clinical record to see if there is anything you can do to help?

No, as you have no legitimate purpose for doing so. If you were to search their record this would constitute a breach of confidentiality and a breach of the Data Protection Act 2018. 

Scenario 4:

You have arranged for a patient to collect a printed copy of their medical notes for an insurance matter. You are off to lunch in five minutes and decide to leave the notes (not in an envelope) on the reception desk. 

Is this appropriate? 
No, you are failing to protect against improper disclosure and this goes against the NHS Code of Practice 2003. Leaving the notes in such a position means they would be visible to other staff members and patients. You must never leave patient confidential information in an unsecured area at any time.

Scenario 5:

A male patient aged 14 attends the practice and asks for a copy of his medical records. 

How do you respond?

Patients under the age of 16 are entitled to see or be given a copy of their records if they have the competence to understand the nature of the request. However, they need to be deemed Gillick competent and, as such, need to be assessed by a healthcare professional before being given a copy of their notes.

Scenario 6:

You are handing over to your colleague at reception who is covering your lunch break. You tell them that earlier in the morning you were advised that a patient who had been with the practice for 55 years had passed away. 

You wanted to let them know as you knew they had known the patient for a long time. 

Is it OK to do so?

Staff do need to know of deceased patients as this prevents unnecessary phone calls being made or letters being sent thereby causing further upset to the family of the deceased. However, staff must not talk about patients or confidential information in areas where they may be overheard. 

Scenario 7:

You answer the phone, and the caller asks for the results of their latest cholesterol test. 

What do you need to do?

You should ask the patient to confirm their name, address and date of birth. You can also ask them when they had the test done. Additionally, you could ask further questions to confirm the ID of the caller such as when they were last in the practice before their blood test appointment. 

This helps you to ascertain whether it is the patient calling or if it is someone else. If there is any doubt, tell the caller you will ring them back. 

Scenario 8:

Your practice is holding a group consultation for diabetic patients, and this is the first group consultation at your practice. The ANP calls from the meeting room upstairs and asks you to send the six patients who are waiting. 
How do you do this?

All six patients would have consented to attend a group consultation but there will be other patients in the waiting room, and you need to protect the confidentiality of the patients. So, rather than saying ‘those who are here for the diabetic clinic, please proceed to the meeting room’, you could say, ‘all patients here for the group consultation, please proceed to the meeting room’. 

You have called no names out nor disclosed what the group consultation is about and have therefore maintained confidentiality so far as is reasonably practicable. 

Scenario 9:

You take a call from patient who wants to confirm their appointment with the visiting mental health nurse, but it is a bad line.

What do you do?

Option A: Try to confirm the patient’s details including name, date of birth, address and who their appointment is with by repeating this information to the patient.

Option B: Advise the patient that they need to call back as you are unable to hear them.

Option B – If you were to repeat everything, all the patients in the waiting area may hear you and they would know the patient’s personal details and that they had mental health issues. 

Scenario 10

The father of an eight-year-old patient pops into the practice and asks for a copy of the child’s vaccination record as they are going travelling for a month in the summer. You know the parents are divorced and the child lives with Mum.

Can you give Dad a copy of the vaccination record?

Parents do not lose parental responsibility if they divorce or separate and you should allow both parents reasonable access to their children’s health records. The practice does not have to seek consent from the other parent, nor tell the other parent that they have received the request. 

NB – Parental responsibility can be restricted by the courts. 
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