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This Privacy Policy describes how Heidi AI Transcription is used at West Barnes Surgery to process patient data securely and lawfully, in compliance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and NHS guidance.

1. Who We Are
We are West Barnes Surgery, a General Practice based in England operating under the NHS.
Practice Address:
229 West Barnes Lane
New Malden
Surrey
KT3 6JD
Telephone: 020 8336 1773
We use Heidi AI Transcription, a digital medical transcription service, to support our clinical documentation processes.

2. Purpose of Data Processing
Heidi AI Transcription is used to convert clinician-patient consultations or clinical dictations into accurate text for inclusion in the patient’s medical record. This supports efficient, high-quality documentation and enhances clinical safety and service delivery.

3. What Data Is Collected
The types of personal data processed through Heidi AI may include:
· Personal identifiers: name, NHS number, date of birth
· Health information: symptoms, diagnoses, treatments, and clinical notes
· Voice recordings: temporary audio captured during consultations or dictations

4. Lawful Basis for Processing
Under Article 6(1)(e) of the UK GDPR, processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.
In addition, Article 9(2)(h) permits the processing of special category data for the purposes of preventive or occupational medicine, medical diagnosis, or the provision of health or social care.

5. How the Data Is Processed
· Clinicians record dictations or consultations using Heidi AI.
· The audio is securely transmitted and processed by Heidi AI’s transcription engine.
· The generated text is reviewed and integrated into the patient’s electronic health record.
· Temporary audio files are deleted in accordance with Heidi AI’s retention policy and NHS guidelines.

6. Data Sharing and Third Parties
Heidi AI acts as a data processor under contract with West Barnes Surgery, the data controller. The transcription service may involve sub-processors for AI model training or hosting, all of whom are contractually bound to comply with UK GDPR and located within the UK or jurisdictions with adequate protection.
Data is not shared for marketing or commercial use.

7. Data Security
We and Heidi AI implement robust technical and organisational measures, including:
· End-to-end encryption during data transmission
· Role-based access controls and authentication protocols
· Regular audits and staff training
· Data minimisation and pseudonymisation where appropriate

8. Data Retention
Transcribed content is retained as part of the patient’s medical record in accordance with NHS retention schedules.
Temporary audio files used for transcription are deleted promptly after successful transcription, unless required for legal or operational reasons.

9. Your Rights
As a data subject, you have the following rights under the UK GDPR:
· The right to be informed
· The right of access
· The right to rectification
· The right to restrict processing
· The right to object in certain circumstances
· The right to lodge a complaint with the Information Commissioner's Office (ICO)
You can find more information at https://ico.org.uk

10. Contact Information
If you have any questions about this Privacy Policy or how your data is handled, please contact:
Practice Manager
West Barnes Surgery
229 West Barnes Lane
New Malden, Surrey
KT3 6JD
Tel: 020 8336 1773

