Privacy Notice – GP Connect

	NHS Digital has been directed under Section 254 of the Health and Social Care Act 2012 by the Department of Health and Social Care to establish and operate the GP Connect Service. Read the signed Direction - Establishment of systems: digital interoperability platform 2019.  

To comply with the Direction, NHS Digital is a Controller for the delivery of the GP Connect Service, which means NHS Digital is responsible for establishing and maintaining a service which enables interoperability between GP IT systems. For NHS Digital to support the GP Connect service, audit data about the message transactions is collected, which is used for operational support by service management. NHS Digital is a Controller for the message audit data collected on Spine.

To fulfil the role of Controller, NHS Digital is also responsible for the content of the messages as they traverse NHS Digital Infrastructure, and ensuring that they are passed securely, accurately and safely to and from provider and consumer systems for the purposes of Direct Patient Care. The content of the messages is not collected or stored by NHS Digital. NHS Digital processes the messages on behalf of the GP practices, who are Controllers of the GP patient record.  






	1)Data Controller contact details

	The Chislehurst Partnership 

42 High Street
Chislehurst 
BR7 5AQ



	2) Data Protection Officer contact details

	John Eni-Uwubame SEL CCG 

gpdpo@selondonics.nhs.uk


	3) Purpose of the processing
	We use a facility called GP Connect to support your direct care. GP Connect makes patient information available to all appropriate clinicians when and where they need it, to support direct patients care, leading to improvements in both care and outcomes.
GP Connect is not used for any purpose other than direct care.

Authorised Clinicians such as GPs, NHS 111 Clinicians, Care Home Nurses (if you are in a Care Home), Secondary Care Trusts, Social Care Clinicians are able to access the GP records of the patients they are treating via a secure NHS Digital service called GP connect. 

The NHS 111 service (and other services determined locally e.g. Other GP practices in a Primary Care Network) will be able to book appointments for patients at GP practices and other local services. 


NHS Digital has been commissioned to develop and operate a series of services which support new models of care and allow health and care professionals to get the information they need to deliver the best possible care for patients. Together these services are known as the Digital Interoperability Platform, it brings together care information related to the patient at the point of care. The services support wider sharing of records along care pathways and across organisational boundaries.  

The Direct Care APIs are part of the wider Digital Interoperability Platform. The GP Connect service allows GP practices and clinical staff to share GP Practice clinical information and data between IT systems, quickly and efficiently via Application Programming Interfaces (APIs). These APIs make data from clinical systems available in a standard format that can be used across different systems and be made available to clinicians who need access to the data for direct patient care. From a privacy/data protection perspective, the service provides more secure information transfer using the APIs, removing the need to use less secure methods of information transfer, such as email or fax.  



	4) Lawful basis for processing
	In order for your Personal Data to be shared or processed, an appropriate “legal basis” needs to be in place and recorded. The legal bases for direct care via GP Connect is the same as the legal bases for the care you would receive from your own GP, or another healthcare provider:

· for the processing of personal data: Article 6.1 (e) of the UK GDPR: “processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller”.

· for the processing of “Special Category Data” (which includes your medical information): Article 9.2 (h) of the UK GDPR:  “processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services”.









	5) Recipient or categories of recipients of the shared data
	See above

	6) Rights to object 
	You have the right to object to some or all of the information being shared with the recipients. Contact the Data Controller or the practice.
You also have the right to have an “Advance Directive” placed in your records and brought to the attention of relevant healthcare workers or staff.  


	7) Right to access and correct
	You have the right to access the data that is being shared and have any inaccuracies corrected. There is no right to have accurate medical records deleted except when ordered by a court of Law. If we share or process your data in an emergency when you have not been able to consent, we will notify you at the earliest opportunity.

	8) Retention period 
	The data will be retained in line with the law and national guidance

	9)  Right to Complain. 
	You have the right to complain to the Information Commissioner’s Office, you can use this link https://ico.org.uk/global/contact-us/  

or calling their helpline Tel: 0303 123 1113 (local rate) or 01625 545 745 (national rate) 

There are National Offices for Scotland, Northern Ireland and Wales, (see ICO website)


* “Common Law Duty of Confidentiality”, common law is not written out in one document like an Act of Parliament. It is a form of law based on previous court cases decided by judges; hence, it is also referred to as 'judge-made' or case law. The law is applied by reference to those previous cases, so common law is also said to be based on precedent.

The general position is that if information is given in circumstances where it is expected that a duty of confidence applies, that information cannot normally be disclosed without the information provider's consent.

In practice, this means that all patient information, whether held on paper, computer, visually or audio recorded, or held in the memory of the professional, must not normally be disclosed without the consent of the patient. It is irrelevant how old the patient is or what the state of their mental health is; the duty still applies.

Three circumstances making disclosure of confidential information lawful are:

· where the individual to whom the information relates has consented;

· where disclosure is in the public interest; and

· where there is a legal duty to do so, for example a court order.

